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Summary

Social Media Trends

Social media isn’t just a fad. Facebook is a $100
billion company with 1.1 billion users,1 LinkedIn has
over 200 million users throughout 200 countries,2
Twitter has successfully filed its initial public
offering, and Google is one of the most valuable
and powerful companies on the planet. The social
media revolution has affected every industry, yet it
poses unique challenges for the healthcare sector.
The Health Insurance Portability and Accountability
Act (“HIPAA”) places a strong emphasis on the

Social media is commonly defined as the means of
interactions among people in which they create,
share, and exchange information and ideas in
virtual communities and networks. Some of the
most popular social media communities include
Facebook, Twitter, LinkedIn, Pinterest, YouTube,
Google+, Instragram, Tumblr, Foursqaure, Yammer,
and Snapchat. Each site or application serves a
slightly different purpose and has its own unique
functionality. Many of the sites integrate with one

protection of individually identifiable patient
information. The omnipresence of social media in
the workplace can make protecting this information
extremely difficult for healthcare providers. The
growing use of mobile devices, such as smartphones
and tablets, has made it virtually impossible for
employers to monitor their employees’ social media
use while working. This challenge poses significant
problems for HIPAA compliance and complicates
public relations and employment law matters.
However, some healthcare providers have embraced
social media and use it to connect with their patients
and communities, encourage preventive care, and
create online support groups and communities. This
paper discusses the need for healthcare employers
to educate and embrace the use of social media by
creating a comprehensive social media policy and
educating their employees on the best uses of this
powerful tool.

another and allow users to share content through
multiple channels. Facebook is the most popular
network; however, Twitter, Youtube, Google+,
Linkedin, Pinterest, and Tumblr are all rapidly
growing, popular platforms.
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Increase in Digital Sharing
As a whole, the population continues to become
more comfortable with the digital sharing of
information. This is especially true for people under
the age of thirty who are commonly referred to as
“digital natives.” People are not only sharing digital
information with friends and family, but also with
the government, corporations, and other institutions.
Examples include:
• Blogging

• Online banking

• Sharing photos

• Electronic filing of
tax returns

• Sharing videos
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The amount of digital information created and shared
online has grown over 900 percent in the past five
years. An estimated 500 million photos are uploaded
to the internet and shared every day, while 100 hours
of video are uploaded each minute on YouTube.
While people have become more comfortable with
digital sharing, there are still serious concerns about
privacy when it comes to healthcare information. One
study found that 63 percent of people are strongly
concerned that their confidential health information
will be publicly shared, and 57 percent are afraid that
this information is susceptible to hacking.3

creates, receives, maintains, or transmits; protecting
against any reasonably anticipated threats or hazards
to the security or integrity of such information; and
protecting against any reasonably anticipated uses
or disclosures of such information and ensuring
compliance by the workforce. These rules apply to all
“covered entities.” Covered entities include providers
of medical or health services and any other person
or organization who furnishes, bills, or is paid for
healthcare in the normal course of business, and who
electronically transmits data in connection with any
covered transaction.

The Shift to Mobile Devices

HIPAA Compliance and Cyber Security

There are approximately 1.5 billion smartphone users,
comprising over 21 percent of the world’s population.
In fact, an estimated 15 percent of all internet traffic
now comes from mobile devices. Consumers are
moving away from PCs and increasingly accessing
the internet from mobile devices such as smartphones
and tablets. Facebook reported that 68 percent of its
1.1 billion users now access the site from a mobile
device giving credence to the theory that people
access social media anytime and anywhere. Therefore,
even if employers block popular social media sites
from internal internet service providers, employees
can easily bypass this restriction by accessing social
media from their personal mobile devices.

HIPAA’s privacy rule protects against the improper
use or disclosure of protected health information
(“PHI”) by increasing patients’ rights and limiting a
provider’s use and disclosure of PHI. PHI is defined
as individually identifiable health information
(“IIHI”) that is: (1) transmitted by electronic
media, (2) maintained in any electronic media, or
(3) transmitted or maintained in any other form or
medium. The privacy rule applies to all PHI, whereas
the security rule deals specifically with electronic PHI.

Employees of healthcare providers should be very
careful about social media use while on the job.
Tweeting about a patient, posting a picture to
Facebook, or uploading a video to Youtube may all
result in serious HIPAA violations. Every healthcare
employee should know not to take a picture of a
patient and post it on a social media page; however,
not all HIPAA violations are this straightforward.
A Facebook post stating “I took care of a celebrity
this morning!” could easily lead to a HIPAA
violation. The Facebook post could have included the
employee’s location, which is now very common. If
an individual could locate the hospital and determine
the identity of the celebrity being treated there, a
HIPAA violation has occurred. Tweeting a picture of
the employee and a colleague at work may also lead
to a HIPAA violation. The picture of the employee
and the colleague may have inadvertently displayed a
patient’s PHI in the background, and if so, this would
also constitute a HIPAA violation. It is important
to recognize that once information is disseminated
via social media, it is almost impossible to remove.
People “retweet” tweets, “share” Facebook updates,
and post Youtube videos to blogs constantly. The
social networking site or application may not even
have the ability to remove certain content once it
has been shared. This can turn a small mistake into a
multimillion dollar problem.

HIPAA’s security rule’s general requirements
include ensuring the confidentiality, integrity, and
availability of all electronic PHI a covered entity

There is also an ongoing concern regarding
cyber security for individuals, governments, and
corporations. Even the most sophisticated servers

Social Media Risks
HIPAA: The Privacy and Security Rules
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are not immune from hacking, the United States
government and some of the largest companies in
Silicon Valley have recently been victims of hackers.4
All companies, especially healthcare providers, should
have procedures in place in the event of a security
breach and/or HIPAA violation.
Public Relations
Social media allows anyone to have his or her
opinion communicated to a large number of people.
Used negatively, this can have a devastating impact
on an organization’s or a professional’s reputation.
Healthcare providers and professionals should
monitor social media and track patients’ comments
made to social media sites. It is advisable to
designate an individual within the organization to be
responsible for responding to patient complaints that
are made via social media. Additionally, hospitals and
other healthcare providers should consider creating
and maintaining official social media accounts and
only permit specific employees to post on behalf of
the organization.
Healthcare professionals should maintain separate
personal and professional social media accounts. For
example, physicians and other professionals should
avoid “friending” patients on Facebook, but LinkedIn
can be a great place to maintain a professional
presence online.

• An employer may Google an applicant and access
his or her publicly available social media account.
• Typically, an employer cannot request or require
an applicant or employee to provide user names
or passwords for personal social media accounts.

During Employment
• Employers should create, maintain, and enforce
a policy prohibiting social media use while
employees are “on the clock” (except when
authorized).
• While this policy is difficult to enforce, it will
help an organization’s legal defense in the event of
a negative event.
• It is virtually impossible to control an employee’s
use of social media when not at work.
• The National Labor Relations Board has stated
that limiting an employee’s use of social media
may infringe on his or her right to “self-organize,
to form, join, or assist labor organizations, . . .
and to engage in other concerted activities for
the purpose of collective bargaining or other
mutual aid or protection” under Section 7 of the
National Labor Relations Act.5

Employment Law
Social media has had a serious impact on labor and
employment law. There are three primary areas in
which all employers need to be cognizant about how
they are handling social media.

During the Hiring Process
• Arkansas, California, Colorado, Illinois,
Maryland, Michigan, New Mexico, Oregon,
Utah, and Washington have all enacted laws
restricting an employer’s right to access password
protected material on a prospective employee’s
social media account.
• The Federal Government and additional states are
considering similar legislation.
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After Employment
• Questions may arise regarding the ownership of
content posted on social media. For example, a
physician uses an employer-sponsored Linkedin
page to disseminate preventative health tips but
then leaves the employ of the employer.
• Solicitation may be a concern. For example, a
physician announces on social media that he is
leaving Practice Group A and that his patients
should now follow him to Practice Group B.
• These concerns should be addressed in
employment contracts or other written
agreements whenever possible.

Recommendations

support groups, increasing awareness about preventive
care, soliciting patient feedback, and responding to
patient complaints. Implementing an effective social
media policy can have distinct financial advantages
as well. With the implementation of the Affordable
Care Act’s pay-for-performance initiatives, 6 percent
of an organization’s Medicare reimbursement is tied
to measures such as hospital readmission rates, the
number of hospital acquired infections, and quality of
care (which includes patient satisfaction).6
Tips for creating an effective social media policy:
• Define the scope of the policy and give examples
(“policy includes, but is not limited to Facebook,
Twitter, LinkedIn, etc”).
• Describe the organization’s social media philosophy.

Healthcare providers should create, maintain, and
enforce a comprehensive social media policy. Employees
should receive education regarding social media’s
impact on PHI, HIPAA, and the organization as a
whole. Progressive healthcare providers are using social
media to their advantage by creating online patient

• Provide guidelines for employee’s use of social media.
• Provide guidelines for the organization’s use of
social media.
• Identify the parties who must comply with the policy.

DO

DO NOT

Use common sense

Ignore the issue!

Treat discussions on social media the same as if they were
occurring in a crowded elevator.

Be “friends” with, link to, or otherwise communicate
with patients through personal social network.

Maintain the confidentiality of patient information at all
times.

Use the organization’s email to register on social
networks, blogs, or other online tools utilized for
personal use.

Maintain the confidentiality of trade secrets or other
private or confidential information of the organization.

Speak on behalf of the organization, unless you have
permission.

Be honest and correct any posts with incorrect
information in a timely manner.

Use statements, photographs, video or audio that
reasonably could be viewed as malicious, obscene,
threatening or intimidating, or that might constitute
harassment.

Consult with legal counsel and/or human resource
professionals when drafting a social media policy.

Use text or instant messaging to communicate patient
information.
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